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Why This Guide Exists

You've probably already used ChatGPT or another Al tool. Maybe you've asked it to draft an email, explain
a complex mortgage product, or analyse market trends. Al is incredibly powerful, but when you work with
people's financial and personal information, you need to know the rules.

Al is transforming the mortgage industry. Professionals who embrace it properly are completing mortgages
faster, providing better advice, and growing their businesses significantly.

The opportunity is massive:

e Draft personalised client communications in seconds

¢ Analyse complex financial situations with Al assistance
¢ Create tailored mortgage recommendations efficiently
e Automate routine tasks and focus on relationships

e Scale your business without scaling your stress

And yes - you CAN use Al with real client data. You just need to do it properly.

What You'll Learn

O

Legal Al Usage Simple Setup Business

How to use Al with actual The simple setup that makes Transformation

client data (legally and everything compliant Powerful ways Al can

safely) transform your mortgage

business

®

Step-by-Step Guide Real Examples

Step-by-step implementation from day one Real examples of mortgage professionals using
Al effectively

This guide shows you exactly how to use Al legally, safely, and powerfully in your mortgage business. Not
just for generic queries, for real, client-specific work that actually moves your business forward.



Part 1: Understanding Al and Your Data
The One Thing You Must Understand

Here's the key insight: Al providers distinguish between two completely different types of data usage and
understanding this unlocks everything.

Al Training (The Past) Your Inputs (Today)

e Al companies trained their models on billions e Every time you type something into an Al tool,
of web pages, books, and articles you're sending data to that company

e This happened once, before you ever used the ¢ If you type client information, you're sharing
tool personal data with a third party

¢ You have zero control over this and zero e This is where GDPR comes in - and where you
responsibility for it need to be careful

e Your client data was never in this training set

The "Training Mode" Trap

Many Al tools have a setting like "Help improve our model" or "Use my data for training."

If you're typing generic stuff (like "write a marketing plan for first-time buyers"), whether this is on or off is
your choice.

If you're typing anything about real clients - names, finances, addresses, anything that could identify them,
this setting should be OFF. But here's the crucial bit: turning it off isn't enough to be GDPR compliant.

You still need proper legal agreements in place (more on this below).




Your Inputs with Protection (Today
- The Compliant Way)

¢ With a business account and proper Data
Processing Agreement (DPA), you CAN
process real client data through Al

e The Al provider becomes your "processor"
working under your instructions

e Your data is NOT used for ongoing training
of their models

e Your data is protected by legal contracts
and security measures

e You maintain full control and comply with
GDPR

Your Inputs without Protection (The
Non-Compliant Way)

Free consumer Al tools have no legal
protections

Data may be used for training
No contractual safeguards

No GDPR compliance

The bottom line:

Al with client data isn't forbidden, it's just a question of using the right tools with the

right agreements.

Data
Proceessing
Agreement




The Power of Compliant Al Use

Once properly set up, you can use Al for real mortgage work:

You CAN do this (with proper setup):

"Analyse this client situation: 38-year-old self-employed earning £75k, wants £350k mortgage in Bristol,
has 15% deposit. What are the key considerations and which lenders should | prioritise?"

"Draft a personalised email to my client Sarah explaining why her current fixed rate coming to an end is
actually an opportunity to review her mortgage strategy"

"Review this client's income documentation and highlight any areas | should discuss with them or verify
further"

"Create a remortgage presentation for my client explaining their options given their property has
increased in value by £80k"

The difference? Proper business accounts with DPAs make all of this completely legal and compliant.




Part 2: What Data Are You Actually
Handling?

As a mortgage professional, you deal with different types of personal information. Understanding the
categories helps you know when extra care is needed. Under UK GDPR, personal data is any information

about an identifiable person.

Standard Personal Data

This is everyday information that identifies someone such as:

e Names, addresses, phone numbers, emails
¢ Income, bank statements, credit history
e Employment details

e Property values and purchase prices

Here's what that means in practice:

Y NOT OK to type into Al without 74 OK to type into any Al (these are

protection: generic):

e "My client Sarah Johnson earns £65k and e "How do | explain mortgage options to self-
wants to buy in Manchester" employed clients?"

o "Client ref #12345 has a credit score of 720" e "What's the current average mortgage rate for

« "45-year-old self-employed client in London first-time buyers?"

with £80k income” (if this identifies a specific o "Draft an email explaining the difference
person you're working with) between fixed and variable rates"

The test: Could someone figure out who you're talking about, including maybe by linking you or your
company to otherwise vague data? If yes, it's personal data.

What you can do: Process personal data through Al but ONLY when you have proper business accounts
and DPAs.



Special Category Data and Criminal
Offence Data

Special Category Data

This is sensitive information that gets extra protection under the law:

¢ Health information: Medical conditions affecting employment or insurance
¢ Racial or ethnic origin: Sometimes relevant for certain government schemes

¢ Trade union membership: Might come up during employment verification

What you need: Both an Article 6 lawful basis AND an Article 9 condition for processing. Usually requires
explicit consent or necessity for legal claims.

Criminal Offence Data

This is in its own category:

e Bankruptcy declarations
e Fraud convictions

e County Court Judgments (CCJs)

What you need: Specific legal authority under Article 10 and Schedule 1, Part 3 of UK GDPR.

Common Misconception: Financial Data

(D Financial information (salaries, bank balances, credit scores) is NOT in the "special category." It's
standard personal data, and with proper setup, you can absolutely process this through Al tools
as part of your normal mortgage advice work.

Example of powerful Al usage: "My clients John and Emma earn £65k and £48k respectively. They want
to buy a £450k property with a 10% deposit. They have £2k monthly in other commitments. Walk me
through the affordability assessment and flag any concerns."

With a DPA and business Al account, this is completely compliant and incredibly valuable.



Part 3: The Seven Rules You Must Follow

UK GDPR has seven fundamental principles. When you follow these (and have your DPA in place), you

can use Al powerfully for real client work:

01

02

03

Lawfulness, Fairness, and
Transparency

What it means: You need a legal
reason to process data, and you
must tell people what you're
doing.

For Al: Your lawful basis is
typically "contractual necessity"
(providing mortgage advice) or
"legitimate interests" (improving
service efficiency). Tell clients in
your privacy notice that you use
Al tools with proper safeguards.

04

Purpose Limitation

What it means: Use data for the
reason you collected it.

For Al: If you collected
information to provide mortgage
advice, you can absolutely use Al
to help analyse that data, draft
recommendations, and improve
your advice, all part of the same
purpose. You can't use it for
unrelated purposes like training
an Al model for another business

05

Data Minimisation

What it means: Only process the
data you actually need.

For Al: Include the information
relevant to your Al query. Don't
paste entire client files if you only
need specific details. But DO
include what you need for Al to
help you effectively.

06

Accuracy

What it means: Keep data
accurate and up to date.

For Al: Review Al outputs for
accuracy. Al is a tool to enhance
your professional judgment, not

Storage Limitation

What it means: Don't keep data
longer than necessary.

For Al: Use Al tools that delete
conversation history promptly (30
days or less). Your DPA should

Integrity and
Confidentiality (Security)

What it means: Keep data
secure and confidential.

For Al: Use business versions
with enterprise-grade security.

replace it. specify data retention periods. Enable MFA, SSO, and access
controls. Your DPA specifies
required security measures. Don't
use free consumer versions of Al
for client data.

07

Accountability

What it means: Prove you're following all the other rules.

For Al: Document your Al usage policies, maintain your DPA agreements, train your staff, and keep

compliance records.



Part 4: Your Legal Checklist - What
Makes It Compliant

To legally use Al tools with client data, you need three things. Once you have them, you can use Al
powerfully:

1. A Lawful Basis for Processing

You need a legal justification. For mortgage professionals, these work:

Option A: Contractual
Necessity (Most
Common)

When it applies: Processing
necessary to deliver your
mortgage service

What it enables: Using Al to
analyse client situations,
prepare recommendations,
draft communications,
assess affordability - all core
mortgage advice activities

Example: "I'm using Al to
help me analyse your
financial situation and
identify the best mortgage
options for you" is part of
providing the contracted

service

Option B: Legitimate
Interests

When it applies: You have a
genuine business reason
that doesn't override client
rights

What it enables: Using Al to
improve efficiency,
standardise processes,
enhance service quality

Example: Using Al to draft
initial email templates that
you then personalise

Requirement: Document a
balancing test showing
benefits outweigh any
privacy impact

Option C: Consent

When it applies: For
processing outside the
above categories

Example: Using Al for
optional service
enhancements beyond basic
mortgage advice

Requirement: Must be
freely given, specific,
informed, and easily
withdrawn

(D The key insight: Most mortgage work falls under contractual necessity or legitimate interests.

You don't need individual consent for each Al query when you're providing your core service.

For special category data (health, etc.): You need BOTH an Article 6 basis above AND a

separate Article 9 condition. This is complex, seek professional advice if you're processing health

data through Al.



2. A Data Processing Agreement (DPA)

This is a contract between you and the Al provider. You legally MUST have this before putting client data
into any Al tool.

Your DPA establishes:

e The Al provider is your "processor" working on your instructions
e Your client data will NOT be used to train Al models

e Specific security measures are in place

e Data deletion procedures when you request it

e The provider will help you respond to client data requests

e International transfer safeguards (Standard Contractual Clauses)




3. Transparency (Updated Privacy Notice)

Your clients must know you're using Al. Update your privacy notice to include:

That you use Al tools to enhance your services

What types of Al processing you do

Your lawful basis for this processing

How clients can exercise their rights

Example privacy notice text:

"We use atrtificial intelligence tools to enhance our mortgage services and provide you with better, faster
advice. This includes analysing your financial situation, identifying suitable mortgage products, drafting
personalized recommendations, and preparing communications. We only work with Al providers who
meet strict data protection standards. We have formal Data Processing Agreements with all Al providers
ensuring your personal data is protected, never used to train Al models, and processed only according
to our instructions. You retain all rights over your personal data, including the right to access, correct, or
request deletion. Al assists our professional expertise, but all final decisions are made by qualified

mortgage professionals.”




Part 5: Do You Need a DPIA?

A Data Protection Impact Assessment (DPIA) is a formal risk assessment. You must complete one when
your Al use is "likely to result in high risk to people's rights and freedoms."

When You Need a DPIA:

(74 DPIA Required: > DPIA Usually Not I\, Grey Area - Consider
_ Required: a DPIA:
e Using Al to make fully
automated decisions that e Using Al as a tool to help ¢ Implementing novel Al
significantly affect clients YOU make decisions applications, you haven't
(e.g., Al auto-rejecting (human still decides) tried before
applications without human « Processing standard « Large-scale automated
review) personal data with proper processing of unusual data
e Processing special safeguards and DPAs types
category data (health « Normal mortgage advice « Combining Al with other
information) through Al at work enhanced by Al tools high-risk processing
scale

e Using Al for systematic
monitoring or profiling of
large numbers of people

The ICO provides a free template at ico.org.uk.

(0 Important: Normal mortgage advice work using Al tools with proper DPAs typically doesn't
require a DPIA. You're using Al to enhance your professional service, not replace human
decision-making.



Part 6: Setting Up Al Tools Properly

Here's your step-by-step guide to unlocking powerful Al use:

Step 1: Choose Business Al Tools

Use These for Client Data:

ChatGPT Business or Enterprise (from
OpenAl)

Microsoft Copilot for Business
Google Gemini for Workspace
Claude for Business (from Anthropic)

Any business Al tool offering GDPR
compliance and DPAs

Y Don't Use These for Client Data:

Free and Personal Paid Plans of ChatGPT,
Copilot, Gemini, Claude

Any Al tools without business terms or DPA's
(Look for GDPR Compliance)

The cost is worth it: The time savings and business growth far exceed this investment.

v




Step 2: Get Your DPAs (This Unlocks

Everything)

For each Al tool you plan to use, securing a Data Processing Agreement (DPA) is non-negotiable for

compliance and data security.

—_— 00—

Sign up for a Business Account

This is the crucial first step. Business or
Enterprise tiers usually include necessary
compliance features.

Request the Data Processing
Agreement

If not automatically included, formally request
the DPA. This outlines how the vendor handles
your data.

S W . S—

Review the DPA for Essential
Elements

Ensure the document explicitly covers these
critical points:

e Data processed only on your instructions
e No use of your data for model training

o Clear security measures (encryption,
access controls)

¢ Data deletion procedures
e Support for client data rights

¢ International transfer safeguards (Standard
Contractual Clauses)

Sign and Store the DPA Securely

Once reviewed, sign the agreement and store
a copy alongside other compliance
documentation.




Key Provider Contacts for DPAs

OpenAl
(ChatGPT)

privacy@openai.com

openai.com/enterprise

Microsoft
(Copilot)

Contact your account
manager or Azure
support channel for
DPA requests.

0
Jemii

Google (Gemini)

enterprise-
dpo@google.com
workspace.google.co
m

Anthropic
(Claude)

Access DPA
documentation via
claude.ai/business or
through support
channels.

Steps 3-6: Configuration, Policies, and

Training

Step 3: Configure Security Settings

In each Al tool:

o Turn OFF "use data for training" (usually off by default in business accounts)

. Enable multi-factor authentication for all users

. Set up single sign-on (SSO) if available

. Configure data retention to minimum necessary (30 days is common)

] Enable audit logging if available

o Restrict access to only staff who need it

Set up admin controls and monitoring


mailto:privacy@openai.com
mailto:enterprise-dpo@google.com
mailto:enterprise-dpo@google.com

Step 4: Update Your Privacy Notice

Add clear language about Al usage. Use the template from above, or adapt it to your style.

Step 5: Create Internal Policies

Document your rules for staff, but focus on empowerment:
Your Al Usage Policy should emphasize:

e Which Al tools are approved and how to access them

e The powerful ways Al can help with mortgage work

¢ Guidelines for including appropriate client data

e When to use Al and when to handle things manually

e Quality control - always review Al outputs professionally

o Examples of excellent Al usage in mortgage work
Create empowering guides:

e "10 Ways to Use Al in Your Daily Mortgage Work"
e "Al Query Templates for Common Scenarios"

e Decision guide: "Choosing the Right Al Tool"

Step 6: Train Your Team

Everyone needs to understand:

e Why Al is a competitive advantage

¢ Which tools are approved and how to access them

o Powerful examples of Al use in mortgage work

e How the legal protections work (DPAs make it safe)

e How to craft effective Al queries

e The principle: Al enhances your expertise, doesn't replace it
¢ Why GDPR matters (real consequences)

e What counts as personal data

¢ Which Al tools are approved

e The golden rule: "When in doubt, leave it out"

e How to report concerns

Training frequency: Initial training, then annual refreshers, plus updates when policies change.



Part 7: Powerful Al Usage Examples for
Mortgage Professionals

With the right protections:

Once properly set up, here's how to use Al to transform your business:

Example 1: Complex Income Analysis

The Powerful Query:

| have a self-employed client with the following situation:
- Trading for 3 years as a limited company

- Director salary: £12,000 annually

- Dividends: £45,000 last year, £38,000 previous year

- Company net profit: £62,000 last year

- They want a £380,000 mortgage

- 15% deposit available

Help me:

1. Calculate their assessable income under different lender criteria
2. ldentify which lenders would be most suitable

3. Flag any documentation | should particularly verify

4. Draft key points for my recommendation

Why this works: You're getting Al to help with genuine mortgage advice work. With your DPA, this is
completely compliant and incredibly valuable.

¥ |
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Without the right protections:

If you do not have the right protections, you need to use Al
Differently

Scenario 1: General
Advice

X WRONG: "My client John
Smith wants a £300k
mortgage in Leeds. He's
self-employed earning £55k.
What should | recommend?"

RIGHT: "What are the
key considerations for self-
employed borrowers seeking
mortgages in the £300k
range? What documentation
is typically required?"

[ IMPORTANT:

Scenario 2: Email
Drafting

Y WRONG: "Draft an email
to sarah.jones@email.com
explaining why her mortgage
application at 5 Oak Street
was declined."

RIGHT: "Draft a template
email explaining a mortgage
decline due to credit history
concerns. Keep it
professional and
empathetic." [Then

personalize manually outside

of Al]

Scenario 3: Document
Analysis

X WRONG: [Uploading full
bank statements to Al]

RIGHT: "Explain how to
evaluate bank statements for
mortgage affordability. What
red flags should | look for?"
[Do the actual analysis
yourself using this guidance]

Al does not always get everything correct. Make sure any information is verified and cross

checked with other sources.



Part 8: Data Minimisation & Client Rights

Smart Data Minimisation

Data minimisation doesn't mean avoiding client data, it means being smart about what you include:
Instead of this approach: "Can't use Al with client data - must do everything manually"

Use this approach: "Include what Al needs to help effectively, exclude irrelevant details"

Practical Examples:

Query about Query about product Query about
affordability: suitability: communication:

"4 Include: Incomes, 4 Include: Age, ("4 Include: Client first
deposit, purchase price, employment status, income name, situation details, what
commitments level, property value needs explaining

> Exclude: Full names, X Exclude: Specific > Exclude: Full contact
addresses, passport employer names (unless details, sensitive personal
numbers, bank account relevant), precise addresses circumstances unless directly
numbers relevant

The principle: Include information that helps Al provide better assistance. Exclude irrelevant identifiers.

Client Rights and Al

Your clients have specific rights. With proper setup, you can honour all of them:

e The Right to Be Informed: Your privacy notice explains Al usage clearly

¢ The Right of Access: You can retrieve client data from Al tools (check export features in your business
account)

e The Right to Rectification: Update data across all systems including Al conversation history if needed
¢ The Right to Erasure: Your DPA ensures Al providers delete data on request

e The Right to Object: If a client objects to Al processing, you can provide service without Al (though it
may be less efficient)



Rights Related to Automated Decision-Making

Critical principle: Humans must make final decisions. Al assists your professional judgment.
Compliant approach:

o [ "Al helped me analyse your situation and | recommend..."
o [%4 "Using Al tools, I've identified these options for your consideration..."

o [V4 "My professional assessment, enhanced by Al analysis, is..."
Non-compliant approach:

o X "The Al system has decided..."

o X '"The algorithm automatically selected..."

Part 9: Building Your Al-Enhanced
Mortgage Business

Week 1: Foundation 1

e Choose your Al tools (ChatGPT
Business, Claude for Business, etc.)

¢ Sign up for business accounts 2 Week 2: Legal Setup

e Begin DPA process with providers « Finalize and sign DPAs

¢ Update privacy notice
Week 3: Team Enablement 3 « Create internal Al usage policy

e Train team on Al tools and possibilities

e Share example queries and use cases

4 Week 4: Implementation

e Set up access and security
e Begin using Al for real client work

e Monitor usage and gather feedback

Month 2 Onwards: Optimization 5

e Refine approaches based on results
o Develop team expertise with

advanced Al use

o Create library of effective query
templates

e Measure time savings and business
growth

e Continuous improvement



Measuring Your Al Success

Track these metrics to see Al's impact:

¥

Efficiency Gains: Business Growth:

e Time saved on client ¢ Increased client capacity
communications per adviser

e Speed of mortgage ¢ Faster turnaround times
research and comparison  Improved client satisfaction

e Reduction in administrative scores
tasks

e More time for relationship
building and business
development

The three essentials:

1. Business Al accounts (not free versions)
2. Data Processing Agreements with your providers

3. Updated privacy notice for clients

Quality Improvements:

More comprehensive client
advice

Fewer errors in complex
calculations

Better documentation and
record-keeping

More consistent service
delivery

Once you have these, you can use Al powerfully for real mortgage work. Al doesn't have to be treated like a

compliance risk to avoid. Start treating it like the competitive advantage it is, used properly, legally, and

powerfully.



Conclusion: Your Al-Powered Future

Al isn't just coming to the mortgage industry - it's already here. Professionals who embrace it properly are
seeing massive advantages:

% Faster service & More W Happier clients

delivery without comprehensive who get more
cutting corners advice through Al- attention and
enhanced analysis better
communication
g Growing Y Competitive
businesses that advantage over
scale efficiently those still doing
everything
manually

The good news: Using Al with client data isn't forbidden - it's perfectly legal when you have the right setup.

Your clients deserve the best
advice you can provide. Al
helps you deliver it.

Emergency Contacts

o Data Breach (24/7): ico.org.uk online reporting or 0303 123 1113

e General GDPR Questions: ICO helpline 0303 123 1113 (Mon-Fri, 9am-5pm)

e Al Provider Support: Check your provider's support portal

Document Version: 2.0 - October 2025

Legal Disclaimer: This guide provides general guidance on GDPR compliance for Al use in the mortgage industry. It does not

constitute legal advice. For specific legal questions or complex compliance scenarios, consult with qualified data protection lawyers or
specialists. GDPR requirements may change, so always verify current obligations with official sources.



